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ABSTRACT

The study looked at the effectiveness of Zimbabwe’s cybersecurity framework in protecting 

people’s digital rights and freedoms. Particularly the research aimed to explore the nature of 

Zimbabwe’s  cybersecurity  framework,  to  examine  the  effectiveness  of  Zimbabwe’s 

cybersecurity framework in protecting citizen’s personal data and preventing cyber threats, 

to identify gaps in Zimbabwe’s cybersecurity framework that compromise digital rights and 

freedoms and to  propose  strategies  that  improve Zimbabwe’s  cybersecurity  framework 

capacity to protect people’s digital rights and freedoms. The study used qualitative approach. 

Ministry of Information Communication Technology, Postal and Courier Services, Postal 

Telecommunication companies and social media users were targeted in Harare. Purposive 

sampling was used to select social media users. The total respondents were 20. Furthermore, 

semi structured interviews and document analysis was used to collect data. Findings revealed 

that while data protection exist, their practical enforcement and public awareness of them are 

limited  hence,  the  lack  of  public  awareness  regarding  online  safety  practices  further 

compounds the issue, leaving citizens vulnerable to cyberattacks. The research concluded 

that the framework exists as a work in progress whereby various gaps point the need for a 

more  human  rights  centered  approach  to  cybersecurity  policy  development  and 

implementation,  ensuring  that  digital  innovation  does  not  come  at  the  expense  of 

fundamental  rights  and  freedoms.  The  study  recommended  awareness  campaigns, 

prioritizing resource allocation and capacity building as well as enhancing data protection 

legislation and enforcement.
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CHAPTER ONE

1.0 INTRODUCTION

1. Background to the Study

As economies not to mention societies become more digital, the risks of cybersecurity are 

increasing  because  critical  services  such  as  energy,  banking,  education  and  healthcare 

depend on internet connected systems, hence, threats are growing more quickly than many 

developing countries can manage. According to Freedom House, digital rights fell for the 

sixth year in a row in 2016  (Turianskyi, 2018). In order to limit digital rights and enable 

monitoring, both authoritarian and democratic governments enacted new cyber and security 

legislation.  Cyber monitoring represents growing, as well as progressively citizens being 

coerced either arrested due  to their  cyber behavior.  The  worst  case examples  are  in 

authoritarian  governments such as China, Saudi Arabia, Iran, Egypt and Turkey among 

others whereby authorities are using national security to restrict civil liberties. Authorities 

shut down the internet durring ptotests to quell dissent.

The other countries like United States, Australia, India, Singapore, Germany, France, Japan 

and countless other have adapted existing security regulations for aged populations, revising 

them to accommodate emerging technologies and social media as a strategy to combat cyber 

threats. Governments face the danger of sacrificing significant benefits due to the internet's 

expanded  access  to  information,  transparency,  real  time  reporting  of  governmental 

misconduct  and  discrepancies,  and  its  capacity  for  mobilization,  all  of  which  lead  to 

increased online monitoring. The Canadian government expanded its authority to Canadian 

Security Intelligence Services to monitor  individual's internet activities in 2015 (Chika, 

2018). The rationable is that a transparent and unrestricted cyberspace is progressively facing 
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assaults, and various states seek to regulate either the entirety or at least a portion concerning 

it.

Regionally, Africa has experienced considerable growth in internet penetration and digital 

adoption, with Zimbabwe being among the country's leaders in this category. Concurrently, 

the same growth has exposed the continent to increased cybersecurity risks with the majority 

of countries lacking any viable cybersecurity system to protect the digital liberties and rights 

of their citizens (African Union, 2014). In trying to try and protect state and cybersecurity, 

internet shutdowns are getting more common in African countries. Ten countries in Africa, 

such as Zimbabwe, have limited the availability of online platforms and chatting platforms, 

frequently severing internet access in the course of voting periods or amidst demonstrations, 

similar  to  events  observed in  2016.  In 2020,  African governments  enacted 25 internet 

blackouts, an increase from 21 in 2019 with Algeria, Ethiopia, and Sudan facing the most 

significant effects among these nations (Taye, 2020). Therefore, due to this kind of digital 

disruptions of national wide blackouts, it calls for more studies that would protect civic space

 and protect digital rights.

In Southern Africa, cybersecurity has become a pressing concern with many countries facing 

challenges in protecting their critical infrastructure, personal data, digital rights (SADC, 

2019). Internet blackouts are increasingly common in various African nations, according to 

Roberts & Ali (2021), according to the Zambian country report, government actions in 2016 

included  restricting  access  to  sites  focused  on  accountability  like  Zambian  Watchdog. 

Therefore,  this  raises  a  concern  for  research  study  as  Angola,  Botswana along  with 

Zimbabwe are obliged to ensure that its cybersecurity framework aligns with sectoral along 

with global standards and to ensure digital rights.
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At local level, Zimbabwe is among the rising nations that have adopted digital solutions over 

the past twenty years, resulting in online access increasing to 55.4% in the final quarter of 

2018,  as  reported  by  POTRAZ  2018  (Kabanda,  2018). Meanwhile,  the  country’s 

cybersecurity  framework  remains weak with  little  legislation, policy and  institutional 

capacity to protect citizens’ digital freedoms and rights (Moyo, 2021). This can be seen when

 the tendencies of digital authoritarianism by Zimbabwe became pronounced at the onset of 

the 21st century when the nation washit by massive social protests online, that’s when 

Zimbabwe experienced its initial internet disruption in July 2016 anda subsequent disruption 

one in January 2019, with both incidents coinciding with periods of social unrest.  These 

interruptions resulted in major internet services failures as authorities attempted to curb 

communication  during  the  turmoil.  For  its  execution,  the  Zimbabwean  administration 

utilized laws like the Interception of Communications Act from 2007. Within its arsenal for 

digital repression, the Zimbabwean government additionally employs methods of online 

monitoring and coercion. Therefore,  digital  rights  of  the  citizens  are  being suppressed 

through government’s use of social media handles to intimidate, silence and arrest other 

citizens on matters that affect the party or the state of the government of Zimbabwe.

1.2 Purpose of the Study

To assess the effectiveness pertaining to Zimbabwe's cybersecurity framework in protecting 

people's digital rights and freedoms.

1.3 Statement of the Problem

The  accelarated growth  pertaining to  digital technologies in Zimbabwe has outpaced the 

existing legal framework whereby there is increased internet access, social media usage, 

mobile money transactions and government digitalization, leading to a lack of protection of 

citizen’s digital rights and freedoms.  In early 2024, Zimbabwe had 5.48 million digital 

audience,  representing  a  coverage  rate  of  32.6  percent,  as  reported  by  Kemp  (2024). 
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However, there have been  enormous vulnerabilities in digital freedoms and rights that have

 been brought in. These include lack of data protection laws, inadequate online privacy, 

rising  instances of  cybercrime  and  harassment, spread  of  misinformation,  potential 

government  surveillance,  inadequate  digital  literacy  among  citizens and  inadequate 

infrastructure and security that is affecting  the people, businesses and digital economy. 

According to Munoriyana & Chiumbu (2019), the government of Zimbabwean has restricted 

expression  rights  via the  Interception  of  Communications  Act,  a  legislative  measure 

governing oversight, which has led to a stifling impact on the proffession of journalism. 

Recent research studies about cybersecurity in Zimbabwe depicts that there is need for 

effective cybersecurity frameworks which values digital rights and freedoms. Therefore, 

there is need to examine the effectiveness of cybersecurity laws and regulations that balance 

digital innovation with the protection of digital rights and freedoms.

1.4 Research Objectives

a) To explore the nature of Zimbabwe’s cyber security framework.

b) To examine the effectiveness of Zimbabwe's cyber security framework in protecting 

citizens' personal data and preventing cyber threats.

c) To identify gaps in Zimbabwe's cyber security framework that compromise digital 

rights and freedoms.

d) To propose strategies that improve Zimbabwe cyber security framework capacity to 

protect people's digital rights and freedoms.

1.5 Research Questions

a) What is the nature of Zimbabwe's cyber security framework?

b) How effective  is  Zimbabwe's  cyber  security  framework  in  promoting  citizens’ 

personal data and preventing cyber threats?
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c) What are the gaps in Zimbabwe's cyber security framework that compromise digital 

rights and freedoms?

d) How can Zimbabwe's cyber security framework be strengthened or improved to 

prevent cyber threats and protect digital rights and freedoms.

1.6 Assumptions

 The research assumes that the current cybersecurity framework is inadequate in 

protecting digital rights.

 The study assumes that stakeholder engagement is critical for effective cybersecurity 

policy development.

 The research assumes that there is a direct relationship between robust cybersecurity 

measures and safeguarding individual freedoms

1.7 Significance of the Study

The following people will benefit from the study

 Policy makers

The research is anticipated to engage the attention of the Ministry of Justice, Legal Affairs an

d Parliamentary  Matters,  as  well  as  the   Ministry  of  Information and Communication 

Technology  (ICT) as  well  as  Postal  and  Courier  Services  along  with  other  pertinent 

governmental bodies including (POTRAZ) , Zimbabwe Cyber Security Agency (ZCSA) and 

Zimbabwe Information and Communication Technology (ZICT) Division. It is important 

because policy makers will make use of this study in coming up with policies and digital 

frameworks which promote the rights and freedom of citizens. Therefore, policy makers can 

develop effective policies and strategies to protect digital rights of citizens. Hence, informed 

policy decisions lead to improved laws and policies that promotes digital rights and freedoms 

of people.
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 Civil society

This research can also help NGOs, Community Based Organizations and human rights 

organization and advocacy groups to become aware of the challenges that people are facing 

in application of digital innovation and online platforms. This study is important because 

civil societies will have access to advocate for digital rights, support policy reform, educate 

the public on cyber security and monitor and report human rights violation, thus, leading to 

stronger  human  rights  protection. Cybersecurity  research  can  inform advocacy  efforts, 

empowering citizens to demand better online protections from the governments.

 Researcher

The research benefits  the  researcher  as  it  adds  new knowledge,  builds  research skills, 

improves  research  methods,  helps  policy  makers  to  create  better  policies  through 

recommendations,  develops  new theories  and  fosters  collaboration  about  cybersecurity 

framework. This research is important as it may assist the researcher to gain a more profound 

insight into the difficulties encountered by users in the digital realm.

 Zimbabwean citizens (online users)

The research is  important  as  it  may empower citizens through a balanced approach to 

security  and  human  rights  in  Zimbabwe’s  digital  space  by  highlighting  concerns  and 

opportunities that supports safe online environments, respect for fundamental rights and 

inclusive digital growth. Hence, people will be safe online.

1.8 Delimitations of the Study

Research  centered on  the  effectiveness  of  Zimbabwe's  cybersecurity  framework  in 

protecting people’s digital rights and freedoms specifically examining the country's laws, 

regulations, policies, and institutions related to cyber security. This study was carried out in 

Harare,  Zimbabwe.  The  researcher  also looked other  studies  which aligned with 
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cybersecurity as of 2014 to 2024. The study also focused on the implications of Zimbabwe's 

cyber security framework for digital rights and freedoms. Hence, the study did not examine 

other aspects of cyber security, such as economic or political implications.

1.9 Limitations of the Study

Examiner encountered some obstacles which includes respondent bias, limited knowledge of 

participants, access to sensitive information and the refusal of other participants to disclose 

the  information  whereby  some participants  did  not  consent  to  be  recorded  during  the 

interview.  Rapid  evolution  of  technology  also  rendered  research  outdated  quickly, 

necessitating continuous awareness of current trends and threats were also a challenge. 

Another challenge was access to key participants for example those who work in government 

which led to bias or unrepresentative samples. Henceforth, the researcher find it difficult to  

access sensitive information and limited cooperation from government agencies or private 

organizations.  Therefore,  the  research  was  complemented  with  secondary  data  which 

includes journals and books among others.

1.10 Definition of Key Terms

 Cyberspace is  the  information  environment  created  by  human  beings  where 

computers and similar telecommunication gadgets and other components that allow rapid 

movement of large quantity of data are connected (Williams, 2014).

 Cybercrime has been used as a generic term for describing crimes that occur in 

cyberspace (Kurebwa, 2021).

 Surveillance is the application of technological tools for the purpose of gathering or 

retrieving information about individuals or groups, often in a manner that is concealed or 

unnoticed by them (Marx, 2016).
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 According to Jang (2014), cybersecurity is defined as protecting information and 

communication networks,  and information cyber from cyberthreats or cyberattacks that 

occur in the cub we space or networks.

1.11 Dissertation Outline

Chapter one provides introduction; the background to the study, its purpose, statement of the 

problem,  research  objectives  and  questions,  assumptions,  significance  of  the  study, 

limitations and delimitation of the study as well as definition of key terms and summary.

Chapter  two  covers  literature  review  and  theoretical  frameworks,  the  effectiveness  of 

cybersecurity in protecting digital rights, research gaps, solutions to cover the gaps and 

summary.

Chapter three covers research paradigm, research methodology, research design, population 

sample,  sampling  methods,  data  collection  methods,  validity  and  reliability,  data 

presentation and analysis, pilot testing, ethical considerations and summary.

Chapter four present and analyze the results of the findings using a thematic approach which 

entails  coding  of  data  from  in  depth  interviews  which  answers  the  research 

objectives/questions.

Chapter five presents a summary, conclusions, and suggestions derived from the research 

results.
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CHAPTER TWO

LITERATURE REVIEW AND THEORETICAL FRAMEWORK

2.0 Introduction

Research consists international treaties, regional agreements and local laws designed to 

govern the digital environment. There is also theoretical framework which includes digital 

authoritarianism theory and cybersecurity  maturity  model  framework.  Furthermore,  the 

research is directed by the questions posed in the study which includes nature pertaining to 

Zimbabwe’s cybersecurity,  its effectiveness,  the gaps of Zimbabwe’s cybersecurity and 

strategies or possible solutions to the gaps as well as the research gap and a summary.

2.1 Theoretical framework

Cybersecurity  frameworks  are  vital  in  safeguarding  digital  rights  and  freedoms  in  an 

increasingly interconnected world. The study is guided by two theoretical frameworks which 

are digital authoritarianism theory and the cybersecurity maturity model (CMM) framework. 

These frameworks provide a view for examining the nature, effectiveness, and gaps within 

Zimbabwe’s cybersecurity policies.

2.1.1 Digital Authoritarianism theory.

Digital  authoritarianism  theory  examines  the  state  sponsored  technology  initiatives to 

control, monitor,  as well as repress their citizens. It highlights how governments exploit 

cybersecurity laws and policies to consolidate power and suppress dissent, often under the 

guise of national security (Gorwa & Milan, 2021). One of the assumptions of this theory is 

that, governments deploy surveillance technologies to monitor citizens, collect personal 

data, and track dissenting voices. Therefore, this assumption is of the view that, states can use 

these tools to suppress opposition (Feldstein, 2019). Moreover, authoritarian regimes often 

control access to information by censoring critical voices and manipulating online content. 
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According to Bradshaw & Howard (2019), there is blocking of websites, removing content, 

and spreading propaganda as a way of suppressing citizens. In addition, cybersecurity laws 

and policies can serve as instruments for legitimizing authoritarian practices.  In addition,  

digital  authoritarianism  undermines  privacy  rights  through  government’s  means  of 

collecting and storing of  personal  data.  Therefore,  this  assumption is  of  the  view that 

weakened privacy protections paves way for broader abuses of digital rights (Haggart et al., 

2021).

In addition, the cybersecurity paradigm in Zimbabwe may be analyzed critically with the 

theory of digital authoritarianism. For instance, the Zimbabwean Cyber and Data Protection 

Act  has  provisions that  are problematic regading potential state's surveillance. The Act’s 

wide definitions of cybercrimes and data processing may be utilized to repress dissent and in

fringe on the right to privacy. Henceforth, by applying digital authoritarianism theory, this 

study investigates how Zimbabwe’s cybersecurity policies might promote state surveillance, 

censorship, and the erosion of digital rights. Therefore, this theory highlights the need to 

balance national security objectives with the protection of fundamental freedoms.

2.1.2. Cybersecurity Maturity Model (CMM) Framework

The cybersecurity maturity model (CMM) framework provides an approach to evaluate the 

effectiveness of cybersecurity policies and practices.  It  emphasizes the development of 

robust cybersecurity systems through progressive maturity levels, from basic awareness to 

full optimization (Gill et al., 2018). One of the assumptions of this study is that, cybersecurity 

structures advanced through  five levels of  maturity which are  initial, managed, defined, 

quantitatively managed, and optimizing. Every level signifies a development in organization

's abilities and strength in tackling cybersecurity issues (Caralli et al., 2010). Moreover, 

effective cybersecurity requires collaboration as it is essential among governmental bodies, 

private sector participants, and civil society. The framework assumes that multi-stakeholder 
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engagement  enhances  policy  effectiveness  (Singer  &  Friedman,  2014).  Moreover,  the 

cybersecurity  policies  should  be  informed by  risk  assessments  to  target  resources  and 

address vulnerabilities. The assumption is that a risk-based approach leads to more effective 

outcomes (Gordon et al., 2020).

In  addition,  cybersecurity  requires  continuous  evaluation  for  better  improvement.  The 

framework assumes that organizations and governments must adapt to emerging threats and 

technologies (Gill et al., 2018). Therefore, the CMM Framework is important in assessing 

Zimbabwe’s cybersecurity framework. Hence, by examining the maturity levels of policies 

and  practices,  this  study  evaluates  their  effectiveness  in  addressing  cyber  threats  and 

protecting digital rights. For example, the framework can help identify whether Zimbabwe’s 

policies are reactive or proactive, as well as the extent of stakeholder collaboration in policy 

implementation.

To add on, digital authoritarianism theory and the CMM Framework complement each other 

by providing both critical and developmental opinions on cybersecurity. In light of this, 

digital authoritarianism theory offers a critical view for examining the potential misuse of  

cybersecurity policies, highlighting risks to digital rights. In contrast, the CMM Framework 

focuses on feedback or analysis, providing a strategy for improving policy effectiveness.

Furthermore, these theories intersect in evaluating surveillance practices whereby digital 

authoritarianism theory critiques the misuse of surveillance, while the CMM Framework 

assesses whether such practices align with best practices and maturity standards. In addition, 

the  CMM  Framework’s  emphasis  on  multi-stakeholder  collaboration  aligns  with  the 

advocacy  for  transparency  and  accountability  in  digital  authoritarianism  theory.  Both 

frameworks underscore the importance of inclusive policymaking to protect digital rights. 

The combination of digital authoritarianism theory and the CMM Framework provides a 

comprehensive  approach  to  assessing  Zimbabwe’s  cybersecurity  framework.  Digital 
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authoritarianism  theory  critiques  the  potential  misuse  of  policies,  while  the  CMM 

Framework offers tools for evaluating and improving their effectiveness. Collectively, these 

theories steer the research towards tackling essential inquiries regarding the equilibrum the 

balance between ensuring public safety and upholding digital privileges and freedoms.

2.2 Cybersecurity framework consist of the following

The incorporation within the global  framework  for  cybersecurity  includes international 

treaties, regional agreements, and national legislations with an overall objective of governing 

the virtual  environment. There are several treaties and agreements globally that influences 

cybersecurity frameworks as well as affects national laws in different countries such as 

Zimbabwe. For instance, UN Human Rights Council Resolution 20/8 asserts in particular 

that the same rights people have offline are to be enjoyed online (UN General Assembly, 

2015), providing a guiding principle which Zimbabwe's cybersecurity policy should adhere 

to. Besides,  it  also  encompasses the  Budapest Convention on Cybercrime in Europe that 

contains principles which emphasized the need for international cooperation in combating 

cybercrime as well as safeguarding basic human dignity that serve as a guide to the creation 

of national legislation addressing cybercrime and related cybersecurity problems (Council of 

Europe,  2001).  Hence,  Budapest  Convention  calls  upon  the member  states  to  adopt 

provisions that respect and protect core human rights like freedom of expression and privacy

 and reasser the importance of aligning national laws with international norms.

Moreover, there are global initiatives, such as the G20 Digital Economy that also advance 

policies that are both focused on digital rights and cybersecurity. Therefore, these initiatives 

challenge countries to adopt best practices that respect privacy and freedom of expression o

n  the web, thus exerting pressure on Zimbabwe's policy trajectory (G20, 2020). In addition, 

the Universal Declaration of Human Rights, established in 194 mandates safeguarding of 

rights related to free expression and personal privacy. Hence, these provisions are critical in 
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deciding whether cybersecurity laws encroach digital freedoms or not. Likewise, there is the 

International Covenant on Civil and Political Rights of 1966 in Articles 17 and 19 of the 

ICCPR which emphasises the protection of human beings from arbitrary interference with 

privacy and preserve the entitlement to express oneself freely. United Nations (1966) argues 

that, cybersecurity measures should be in agreement with these rights. All nations, therefore, 

ought to bring its cybersecurity legislation in accordance with international standards.

In addition, at continental level, African Union (AU) has a vital role in influencing  Africa's c

ybersecurity policies. As a result, there is African Union Agreement regarging Cybersecurity 

as well as the data privacy information established in 2014, aimed primarily at enhancing 

cybersecurity measures and ensuring the safeguarding of information throughout continent 

associated with Africa.  African Union (2014)  suggests that  the convention emphasized 

protection of civil liberties and essential rights online. Thus, Zimbabwe's adherence to this 

convention is important since it is essential to bring the country's national cybersecurity 

policies up to regional standards.

Further,  at  regional level,  Southern African Development Community (SADC) through 

Model Law on Cybercrime and Cybersecurity introduced in 2012, make guidelines on how 

cybercrime and cybersecurity must be regulated by its members. Therefore, it encourages 

cooperation among member states in combating cybercrime to strengthen national computer 

emergency  response  teams  (CERTs)  and  improve cybersecurity  measures  while 

safeguarding individual rights (SADC, 2012). Therefore, SADC framework is supportive of 

best  practices  in  cybersecurity  that  may inform  policies  in  Zimbabwe. Therefore, 

commitment by Zimbabwe to this framework is essential in ensuring that its cybersecurity 

does not violate digital rights and freedoms.

At local level, Zimbabwe has implemented multiple regulations related to digital rights and 

access. Consequently, these regulations encompass the Access to Information and Protection 
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of  Privacy  Act  (AIPPA)  from 2003,  the  Interception  of  Communications  Act  (ICA) 

established in 2007, the Cyber and Data Protection Act (CDPA) enacted in 2021 and SI 155 

of 2024, along with various other laws. Therefore, these legislations followed as the trend 

showed  people  were  more  accessing cyber  space  through  online  services. As 

Karekwaivanane & Msonza (2021) explain, the  legislation allows the state to establish a 

monitoring center for Intercepting Communications, leading to the government focusing on 

dissent through intrusive surveillance under the pretext of protecting national security. This 

is outlined in section 9 of the Interception and Communications Act of 2007, which compels 

telecommunication companies to supply the government with continuous and real  time 

monitoring capabilities for communication interception, or face penalties, including fines or 

sentences  of  up  to  three  years  in  prison.   Henceforth,  this  study  is  of  the  view  that 

Zimbabwe’s cybersecurity laws is enabling the government to conduct online surveillance to 

its citizens, hence, violating privacy rights and freedom of expression rights.

To add on,  the  Cybersecurity and Data Protection  Act of 2021  represents foundational 

element of Zimbabwe's cybersecurity infrastructure because it emphasizes the safeguarding 

of data while also tackling cybersecurity challenges via modifications to current legislation. 

This includes changes to Chapter VIII of the Criminal Law (Codification and Reform Act)  

Chapter 9:23, which focuses on crimes associated with computers, the Criminal Procedure 

and Evidence Act  Chapter  9:07,  along with the Interception of   Communications Act. 

Consequently,  the  main  objective  of  the  legislation  revolves  around  safeguarding  data 

privacy and the security of any information collected by data handlers both domestically and 

internationally. Subsequently, data controllers must adhere to the requirements of the Act by 

managing data in an ethical and lawful way, making sure that data is gathered solely for 

defined and legitimate purposes. This Act, according to Ndlovu (2021), criminalizes various 

cybercrimes like hacking, data breaches, and computer system unauthorized access, thereby 
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offering a legal ground for prosecuting offenders. Nevertheless,  enforcing such provisions c

an be  concerning regarding their misapplication to stifle dissidence and limit freedom of 

expression.

2.3 Implications for digital rights and freedoms

The relationship or connection between Zimbabwe's cybersecurity framework and digital 

rights and freedoms shows several implications. In this regard, while the cybersecurity 

framework aims to protect national security and fight cybercrime, there is a risk that such 

measures may violate individual rights. The use of surveillance and monitoring to enforce 

cybersecurity laws can lead to violations of privacy and freedom of expression (Mabika, 

2021). According to Zetter (2020), cybersecurity measures should not become tools for 

political  repression.  In  addition,  the  potential  misuse  of  cybersecurity  laws  can  create 

restrictive  effect  on  freedom  of  expression.  When  citizens  fear  surveillance  or  legal 

repercussions for their online activities, it may discourage open dialogue and dissent, which 

are  essential  for  democratic  governance  (Nyoni,  2020).  The  Cybersecurity  and  Data 

Protection Act’s provisions on hate speech and cyberbullying could be interpreted broadly, 

leading to the limitation of valid speech.

Moreover, the gathering and handling of individual information within the context of the 

cybersecurity framework raise significant privacy concerns. If not adequately regulated, the 

accumulation of personal data can lead to unauthorized access and breaches, compromising 

individuals’ privacy rights (Goucher, 2018). Therefore, this research is of the view that weak 

data  protection  enforcement  worsens  privacy  issues.  Hence,  aligning  Zimbabwe's 

cybersecurity framework with international standards and best  practices is  essential  for 

safeguarding digital rights. International cooperation can facilitate knowledge sharing and 



27

capacity  building,  ensuring  that  cybersecurity  measures  respect  human  rights  while 

enhancing national security (Goldsmith & Wu, 2006).

2.4 Case Studies on Cybersecurity and Digital Rights

In Northern Europe, Estonia is widely recognized as a global leader in cybersecurity and 

digital  rights.  Following  the  2007  cyberattacks,  the  country  established  the  National 

Cybersecurity Strategy, emphasizing resilience and collaboration (Vaarandi et al., 2022). 

The  government’s  e-Estonia  initiative  integrates  cybersecurity  into  all  digital  services, 

encompasing e-governance,  e-health,  and  e-residency.  Key  achievements  include 

decentralized digital identity. Estonia’s advanced ID card system ensures secure access to 

digital  services  while  safeguarding  personal  data.  Moreover,  collaboration  between 

government,  academia, and industry enhances the country’s ability to respond to cyber 

threats effectively (Kaska & Ottis, 2021). In addition, Estonia’s framework aligns with the 

EU’s General Data Protection Regulation (GDPR), ensuring compliance with international 

standards for digital rights. Estonia’s success demonstrates the importance of transparency, 

technological  innovation,  and  multi-stakeholder  collaboration  in  building  effective 

cybersecurity frameworks.

In  Africa,  Rwanda’s  National  Cyber  Security  Policy,  established  in  2015,  provides  a 

comprehensive framework for securing the country’s digital infrastructure. The Rwanda 

Information  Society  Authority  (RISA)  oversees  the  implementation  of  cybersecurity 

measures (Ndahiro, 2022).  RISA’s centralized approach ensures effective coordination of 

cybersecurity initiatives. Moreover,  investments in cybersecurity training and education 

have enhanced the country’s ability to tackle cyber threats (Ndahiro, 2022). In addition, 

Rwanda’s alignment with international human rights norms has strengthened trust in its 

cybersecurity framework (Mugisha et al., 2023). Rwanda’s progress illustrates the potential 

for emerging economies to develop resilient and rights-focused cybersecurity frameworks.
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The comparative analysis of these countries reveals that Estonia and Rwanda demonstrate 

the importance of strong institutions in implementing effective cybersecurity frameworks.

2.5 The nature of Zimbabwe’s cyber security framework.

Zimbabwe’s cybersecurity framework has improved in response to increasing global and 

local cyber threats, focusing on the protection of national security, economic interests, and 

individual rights. This framework includes laws, policies, institutional arrangements, and 

technical measures that aim to safeguard the digital landscape while exploring the challenges 

of digital rights and freedoms.

(a) Legislative framework

The legislative aspect of Zimbabwe’s cybersecurity framework is primarily centred in the 

Cybersecurity  and  Data  Protection  Act  (2021). This  law was  established  to  provide  a 

comprehensive legal framework for addressing cybersecurity issues and protecting personal 

data  (Zimbabwe  Government,  2021).  The  Act  aims  to  prevent  cybercrime,  protect 

information  systems,  and  establish  protocols  for  data  protection.  However,  its 

implementation has  raised concerns about  potential  challenges on individual  freedoms, 

particularly regarding freedom of expression and privacy rights. Critics argue that, while the 

legislation seeks to enhance cybersecurity, it may also be employed as a tool for political  

repression. According to Moyo (2020), the Act has provisions that can be interpreted to 

restrict freedom of speech and dissent, thereby posing risks to digital rights. The challenge 

lies in ensuring that laws are applied transparently and do not serve as instruments of control.

(b) Institutional framework

Zimbabwe  has  established  various  institutions  tasked  with  overseeing  cybersecurity 

initiatives.  The  Cyber Security and Cyber Crime Unit  (CSCCU) within the Zimbabwe 

Republic Police is responsible for investigating cyber-related offenses, while the Zimbabwe 

National Security Agency (ZNSA) plays a critical role in coordinating national cybersecurity 

efforts (Matsika,  2020).  These institutions are intended to facilitate cooperation among 
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government  agencies,  civil  society,  and  the  private  sector  in  addressing  cybersecurity 

challenges. However, there are concerns about the adequacy of resources and expertise 

within these institutions to effectively combat sophisticated cyber threats. A report by the 

Internet Governance Forum (2021), highlighted the need for capacity-building initiatives to 

enhance  the  skills  and  knowledge  of  personnel  involved  in  cybersecurity  efforts  in 

Zimbabwe.

(c) International engagement and compliance

Zimbabwe's  approach  to  cybersecurity  also  involves  engagement  with  international 

frameworks and norms. Participation in regional and global initiatives, such as the African 

Union's Cybersecurity Strategy, underscores the importance of collaboration in addressing 

cross-border cyber threats (African Union, 2020). Moreover, compliance with international 

standards for cybersecurity, such as those outlined by the International Telecommunication 

Union  (ITU),  is  crucial  for  enhancing  Zimbabwe’s  cybersecurity  posture.  Adopting 

international best practices can help Zimbabwe align its cybersecurity efforts with global 

expectations while fostering trust among international partners (Zhou, 2019).

2.6 The effectiveness of Zimbabwe’s cybersecurity framework in protecting citizens’ 

personal data and preventing cyber threats.

Cybersecurity has become a pivotal issue in Zimbabwe, given the rapid digitization across 

various sectors. With an increasing number of Zimbabweans relying on digital platforms for 

communication,  banking,  and government  services,  ensuring the  safety  and privacy of 

personal data has become critical. Zimbabwe has witnessed a growing trend towards digital 

transformation. According to Ncube (2024), the rise in internet usage has brought along a 

surge  in  cyber  threats,  including  data  breaches  and  financial  fraud.  The  country’s 

cybersecurity framework is primarily governed by the Cyber and Data Protection Act of 

2021. This law was established to regulate how personal data is collected, processed, and 

stored.  Gwagwa (2021),  argues  that  while  the  law is  a  step  in  the  right  direction,  its 
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enforcement has been less than optimal due to weak institutional capacity and limited public 

awareness.

Furthermore, one of the critical functions of cybersecurity frameworks is to protect personal 

data from unauthorized access. According to Matunhu & Mazambani (2021), Zimbabwe has 

lagged  in  adopting  data  protection  technologies  such  as  encryption  and  multi-factor 

authentication. They suggest that while the legal framework exists, the lack of technical 

infrastructure  weakens  its  implementation,  leaving  citizens  vulnerable  to  data  theft. 

Additionally,  in  a  report  by  Zimbabwe Information  and  Communication  Technologies 

(ZICT) Institute (2022), it was revealed that over 60% of Zimbabwean businesses and public 

institutions do not fully comply with global data protection standards, creating significant 

loopholes in the system.

In addition, Zimbabwe has recently made a significant advancement in the protection of 

confidential  information through  Statutory  Instrument  155  of  2024  as  internet  access 

becomes  more  affordable,  particularly  following  the  launch  of  Starlink,  which  has 

significantly  reduced  broadband  prices.  This  regulation  requires  all  entities  processing 

personal data to obtain a data controller license, ensuring accountability and adherence to 

data security standards (Zimpricecheck, 2024). Therefore, Statutory Instrument 155 states 

that, data protection officer oversees compliance, the requirement to report data breaches 

within 24 hours and informing affected individuals within 72 hours if there is a risk or harm. 

The timing of these regulations is critical as the increased internet availability encourages  

more organizations to digitize processes and handle large volumes of personal data including 

sensitive information.

However,  several  challenges  hinder  the  effective  implementation  of  cybersecurity  in 

Zimbabwe.  The  Zimbabwe  National  Cybersecurity  Policy  was  designed  to  provide  a 

strategic framework, but according to Biti (2020), limited funding and inadequate policy 

coordination between government  agencies  hamper its  success.  Moreover,  Zimbabwe’s 
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economic challenges, including hyperinflation and lack of right towards international funds, 

make  the  matter  challenging regarding  state and  businesses  to  invest  in  cutting-edge 

cybersecurity  solutions  (Nyamunda,  2021).  This  has  led  to  over-reliance  on  outdated 

software and security systems, making networks vulnerable to attacks

The  global  nature  of  cybersecurity  threats  necessitates  international  cooperation  and 

alignment  with  international  standards.  Zimbabwe's  cybersecurity  framework  has  the 

potential to benefit from engaging with regional and global partners to share best practices 

and enhance its capabilities (Schmidt, 2020). Collaborative efforts can also help improve the 

nation's response to cyber incidents and provide access to resources for capacity building. 

However,  there  is  still  a  need  for  Zimbabwe  to  actively  participate  in  international 

cybersecurity forums and adopt recognized frameworks, such as those proposed by the 

International Organization for Standardization (IOS), to enhance its security posture (Alder 

2020). Engaging in international dialogues can help Zimbabwe stay updated on emerging 

threats and strategies, which is essential for protecting citizens' personal data.

2.7 Gaps in Zimbabwe’s cybersecurity framework that compromise digital rights and 

freedoms.

(a) Lack of comprehensive legal protections

One of  the significant  gaps in  Zimbabwe’s  cybersecurity  framework is  the absence of 

comprehensive  legal  protections  for  digital  rights.  While  the  Cybersecurity  and  Data 

Protection Act (2021) aims to establish guidelines for data privacy and cybersecurity, it lacks 

robust provisions that explicitly protect individual rights, such as freedom of expression and 

privacy (Moyo, 2020). Scholars argue that legislation should not only focus on security 

aspects  but  also  ensure  that  it  upholds  human rights  principles.  Without  explicit  legal  

protections, citizens may find themselves vulnerable to arbitrary surveillance and restrictions 

on their  digital  freedoms (Cohen,  2019).  Moreover,  existing laws often provide  vague 

definitions and broad powers to authorities, which can lead to misuse. As Nyoni (2020) 
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notes, such ambiguities create an environment where state actors can exploit the law to 

suppress dissent and control information flow, thereby infringing on civil liberties.

(b) Insufficient accountability mechanisms

Accountability mechanisms are crucial  for  ensuring that  cybersecurity practices do not 

infringe  on  individual  rights.  However,  Zimbabwe’s  framework  currently  lacks  robust 

mechanisms  for  oversight  and  accountability  concerning  the  actions  of  state  agencies 

involved in cybersecurity (ZIMRA, 2019). The absence of independent bodies to review 

cybersecurity  practices  means  that  abuses,  such  as  unwarranted  surveillance  or  data 

breaches, may go unchecked. Research indicates that strong accountability frameworks are 

essential to prevent governmental overreach and to protect citizens from potential abuses of 

power (DeNardis, 2016). Without such mechanisms, there is little recourse for individuals 

whose rights may be violated under the guise of cybersecurity enforcement.

(c) Limited public awareness and engagement

Public awareness and engagement are critical components of any effective cybersecurity 

strategy. In Zimbabwe, there is  a notable gap in  programs designed to enhance public 

knowledge  about their digital rights  as well as the implications of existing cybersecurity 

measures. As Renaud & Goucher (2020) highlight, citizens must be informed about their 

rights  to  effectively  advocate  for  them.  The  lack  of  public  awareness  campaigns  and 

educational  programs  regarding  cybersecurity  means  that  many  individuals  remain 

uninformed about their rights, making them more susceptible to violations. Moreover, when 

citizens are not engaged in discussions surrounding cybersecurity legislation, policies may 

fail  to  reflect  their  needs  and  concerns.  Nyoni  (2020)  emphasizes  that  inclusive 

policymaking processes are essential for ensuring that laws protect rather than hinder digital 

rights.

(d) Surveillance provisions
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The provisions related to surveillance within Zimbabwe’s cybersecurity framework are often 

ambiguous and can lead to potential abuses. The Cybersecurity and Data Protection Act 

(2021) allows for extensive data collection and monitoring without clearly defined limits, 

raising concerns about the right to privacy (Moyo, 2020). Scholars argue that surveillance 

laws must include specific guidelines to prevent the misuse of surveillance technologies, 

especially  in  contexts  where  state  surveillance  may  be  used  to  target  dissenters  or 

marginalized groups (Lyon, 2015). Additionally, without stringent oversight on surveillance 

practices, there is a risk that authorities may engage in mass surveillance, infringing on 

individual privacy rights (Taddeo & Floridi, 2018). This gap has a significant threat to 

freedom of expression, as individuals may self-censor themselves due to the fear of being 

monitored.

2.8 Strategies on literature to address the gaps

Looking forward, Zimbabwe must take critical steps to improve its cybersecurity framework. 

Gwagwa  (2021),  suggests  that  the  government  should  prioritize  partnerships  with 

international cybersecurity organizations to boost its technological capacity. In addition, 

Mandishona (2023), argues for the need to create a centralized cybersecurity command 

centre that can monitor threats in real-time, enabling rapid response to breaches. The African 

Union Convention on Cybersecurity and Personal Data Protection, to which Zimbabwe is a 

signatory, could also provide a blueprint for future legislative reforms. However, the key to 

success  lies  in  the  successful  execution  of  these  policies  necessitates  a  collaborative 

endeavor involving both public and private sectors. The literature suggests a critical need for 

reforms that prioritize human rights in the development of cybersecurity legislation, ensuring 

that citizens are protected against state overreach (Moyo, 2020).

Moreover,  the  study  points  to  the  importance  of  public  awareness  and  education  in 

navigating the complexities of digital rights and cybersecurity. Renaud & Goucher (2020), 

note that empowering citizens with knowledge about their rights can foster a more informed 
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public  that  actively engages in protecting its  freedoms.  In Zimbabwe, where access to 

information  and  digital  literacy  may  be  limited,  enhancing  public  understanding  of 

cybersecurity issues is essential.  This approach not only helps individuals to recognize 

potential violations but also encourages civic engagement in advocating for more transparent 

and accountable governance.

In Zimbabwe, where surveillance practices are a concern, there is need for international laws 

that  govern  digital  rights  and freedoms.  Taddeo and Floridi  (2018),  argue  that  ethical 

frameworks must guide cybersecurity policies to ensure they respect individual rights. The 

study  argues  that,  there  is  need  for  international  cooperation  in  shaping  effective 

cybersecurity policies. As Schmidt (2020) suggests, global collaboration can help countries 

adopt  best  practices  and  develop  norms  that  safeguard  digital  rights.  For  Zimbabwe, 

engaging with international frameworks and organizations can facilitate the establishment of 

a cybersecurity environment that respects individual freedoms while addressing national 

security concerns.

2.9 Research gap

Zimbabwe’s cybersecurity framework remains a critical area for scholarly examination due 

to its implications for digital rights and freedoms specifically privacy, unrestricted speech, a

s well as public access to information. Studies such as those by Nyakudya (2022), focus on 

data breaches but neglect the broader socio-political implications of these frameworks on 

digital  freedoms.  Although  global  studies  like  those  by  Deibert  (2019),  discuss  the 

relationship between cybersecurity and digital rights, there is limited research on how this 

relationship manifests in Zimbabwe. However, academic research into how cybersecurity 

policies facilitate such actions remains limited. Henceforth, this study is of the view that by 

addressing this gap requires an exploration of whether these policies prioritize national 

security at the expense of fundamental freedoms. To add on, studies by Tade and Adeniran 
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(2020), emphasize the importance of multi-stakeholder collaboration in cybersecurity policy 

development but fail to address how this dynamic develops in Zimbabwe. This research is of 

the view that, including stakeholders’ decision is essential for identifying gaps between 

policy making and implementation. To add on, Zimbabwe has been cited in reports by 

Freedom  House  (2022),  as  a  country  with  increasing  tendencies  towards  digital 

authoritarianism.  However,  academic  studies  have  not  thoroughly  examined  how  the 

cybersecurity framework enables or limits such practices. This study argues that, there is 

limited research on whether these measures are justified by security concerns or represent an 

overreach that violate digital rights.

2.10 Chapter summary

This  Chapter  has  reviewed  literature  on  an  assessment  of  Zimbabwe's  cybersecurity 

framework: “Implications for digital rights and freedoms.”. The Digital Authoritarianism 

theory and the Cybersecurity Maturity Model (CMM) Framework are theories that guide this 

study. The review and framework were done in fulfilment of the research aim and objectives. 

The next chapter is going to present research methodology and design.
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CHAPTER THREE

RESEARCH METHODOLOGY AND DESIGN

3.0 Introduction

This chapter outlines the various methodologies employed to gather and analyze data that 

was crucial to the research. This document encompasses detailed information regarding the 

research  methodology  employed  in  this  investigation  focused  on  comprehending  the 

assessment of  Zimbabwe's  cybersecurity framework:  Implications for  digital  rights  and 

freedoms, for instance, the tools used, sources of data, methods of collection, and research 

methodologies. The research used a qualitative methodology and it was conducted in Harare, 

specifically focusing on social media users who were willing to express their views on the 

cyber security framework and its implications for digital rights and freedoms as well as 

government  officials.  Semi  structured  interviews  were  used  for  information  gathering. 

Purposive sampling technique was used to select key informants like government officials. 

The data that was collected was later analyzed to establish the challenges faced by citizens in 

navigating their rights on digital platforms.

3.1 Research philosophy/ paradigm

Research paradigm is also important in this research. In the words of Davies & Fisher (2018), 

paradigms can be defined as various ways of looking at the world and are frequently the basis 

upon which research is conducted, they are a collection of presumptions regarding what is 

reality, how knowledge is produced and what is worth knowing. This study employed the 

constructivist paradigm. In this regard, constructivists, like interpretivists, believe in more 

than one reality rather than a single truth. The constructivism paradigm is centered on the 

idea that individuals create their own understanding of the world based on experiences and 

reflection.  Constructivism,  according  to  Cresswell  (2014),  deals  with  the  building of 

subjective interpretations and meanings of one’s own experience on some matters based on 
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their social and historical context. Research in this area focuses on the meanings people 

assign to their experiences, often using qualitative methods like interviews and case studies. 

This  approach seeks  to  uncover  the  reasons  behind events.  Therefore,  in  this  research 

participants  were  interviewed  regarding  their  experiences  in  cyberspace,  how  they 

understand Zimbabwe’s cybersecurity frameworks and how effective are those frameworks 

in protecting digital rights and freedoms.

3.2 Research methodology

Research methodology is a scientific process of solving an issue by explaining, describing 

and forecasting. It can also be termed termed as the scientific investigation of approaches to 

knowledge acquisition.  Research methodology is meant to act as a broad guideline in order 

to facilitate and direct the whole process of a research activity within any disciple, according 

to Mukherjee (2019). In this study qualitative research was utilized. Qualitative research is a 

process of understanding  grounded in a  particular methodological  orientation to  pursue 

knowledge  that  examines an  issue  or  human/social problem.  Qualitative  methodology 

focuses  on  acquiring  indepth  understanding  of various  contexts,  perspectives,  and 

viewpoints (Boru, 2018). The researcher thus, constructs an indepth, integrative picture by 

examining words, hears rich accounts of participants and conducts the study under natural 

conditions.

3.3 Research design

Case study research design was used because it helps to strengthen the study; it is more of a 

decision regarding what to study than a methodological as it  is time and context place 

bounded. According to Ridder (2017), case study research scientifically investigates into a 

real-life phenomenon in depth and within its environmental context as such a case can be an 

individual, a group, an organization, an event, a problem, or an anomaly. Therefore, in this 

research, case study design allows one to have an in-depth examination of Zimbabwe’s 
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cybersecurity frameworks and to understand its implications on digital rights and freedoms. 

For creating valid and reliable knowledge, there must be a strong research design (Bhatia, 

2018). It also assists one in having contextual knowledge in terms of political, economic and 

social factors influencing it. There werea few data collection methods employed in this study 

that  include  interviews,  document  analysis  and observations to  understand how digital 

freedom and rights are practiced using purposeful sampling.

3.4 Population and sample

The study consisted of two different categories of participants which are key informants 

consisting of government officials, and non-governmental officials as well as the subjects of 

the  study  who  are  social  media  users  and  bloggers.  Cresswell  (2014) highlighted  the 

significance of steering clear of research environments where results could potentially align 

with personal interests. Hence, the study was interested in the government officials which 

comprised of Ministry of Information Technology (ICT) officials, cybersecurity agency 

officials, law enforcement officials and policymakers. Non-governmental officials include 

social media users, human rights defenders, online activists, businesses, telecommunication 

companies, e-commerce platforms, media organisations among others were also targeted. 

Therefore, by targeting these participants, the researcher had deeper understanding of the 

implications of digital rights and freedoms in Zimbabwe. The sample size consisted of 25 

participants (10 Information and communication Officers and 15 people who are victims of 

the cyber security framework).

3.5 Sampling method

This study  utilized non-probability sampling (where  one does not randomly choose the 

participants),  hence,  the  study  utilized purposive  sampling  approach in  conducting 

interviews. Non probability sampling, according to Etikan & Bala (2017), is a method of 

sampling  procedure that will never providea foundationfor any probability opinionthat the 
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universe elements will have a chance to be represented in the study sample since purposive 

sampling is  all about judgement by a researcher of who will provide the best information in 

order to survive for the sake of study. Hence, the participants were selected non-probability 

based on some features, characteristics, or targets. Non probability is easier to achieve by 

dealing with experienced, knowledgeable or with special knowledge in cybersecurity and 

digital rights and freedoms participants.

3.6 Data collection methods

Data collection is a procedure where the researcher  acquires the information  required to 

solve the research problem. Data collection method allows a researcher to obtain first-hand 

information and fresh ideas on research problem.

(a) Primary data collection methods

(i) Semi structured Interviews

In qualitative research interviews, researchers employ open ended and expansive questions 

directed at one or more participants, recording their replies. Creswell (2012) adds that, 

audiotapes are usually used to produce more accurate transcription. Closed-ended questions 

may prompt participants to respond in a specified direction, but open-ended questions are 

typically used  in  interviews  with  a  desire  for  unbiased  responses  (Creswell,  2012). 

According to Kombo and Tromp (2014),  interviews allow the researcher to gain more 

specific information from the primary informants on a problem that is under investigation. S

ugiono (2008) characterizes an interview as a dialogue between two individuals intended to 

exchange information and ideas through a series of questions and answers, which facilitates 

the  revelation and construction of  meaning regarding a  specific  topic.  Ultimately,  this 

yielded  a  significant  volume  of  descriptive  data  from participants,  as  semi  structured 

interviews facilitate two way communication and allow interviewers to grasp not only the 

answers to the questions but also the rationale behind those responses, which is why the 
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researcher utilized them. All the interviews were taped on a telephone. The researcher took 

written  notes.  Field  notes  that  were  taken  during  the  interviews  were  taken  with  the 

respondents's consent. Each interview lasted between 2 minutes and 9 minutes. Interviews 

allowed participants to answer in their own words.

(b) Secondary data collection methods

Secondary sources were also used to fill the gaps of primary data collection.

(i) Document analysis

Document analysis has been used within the study to provide an insider information that the

 participants would suppress because it is sensitive information, as well as its ability to 

provide a good source of background information. Morgan (2022) prescribes that, document 

analysis is a thoughtful provoking research tool that has been utilized to investigate various 

forms of documents. Therefore, these documents include policy documents, letters, agendas, 

minutes,  administrative  reports,  files,  books,  journals,  news  clippings  among  others. 

Therefore,  secondary  sources  were  used  in  this  study  to  examine  the  effectiveness  of 

Zimbabwe’s  cybersecurity  framework  in  promoting  and  protecting  digital  rights  and 

freedoms. Thus, data from the review document analysis was combined with data from 

interviews.

3.7 Validity and reliability

Validity is how accurately a measuring device measures what it is designed to measure. 

According to Truscott (2023), validity will depend on if the research actually answers the 

question  intended  to  answer,  if  the  conclusions  drawn from it  by  its  authors,  snd  by 

subsequent reviewers, are true, thus validity depend on the aims of a research. For instance, 

an intelligence test  must  measure intelligence alone and must be designed for the same 

reason. Thus, it can be valid by using appropriate methods  of measurement and appropriate 
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methods of sampling to determine your subjects. Validity can also be measured by construct 

validity, content validity, criterion validity as well as internal and external validity by way of

 expert judgement.

To end this, reliability refers to the consistency of responses in measurements so that when 

asked repeatedly, the same answer is to be provided. In the event that the answers do not 

match, then reliability is lost. According to Middleton (2024), reliability can be achieved by 

standardizing research conditions, interviewing among other things.  Moreover, reliability 

can  be  measured  through  test-retest  reliability,  interrater  reliability  as  well  as  internal 

consistency. Reliability can be ensured through pilot testing, training data collectors and 

using multiple measures to test the research instrument and make necessary adjustments. 

3.8 Data presentation and analysis

The interviews were all translated and transcribed word for word into English and quotations 

were  extracted  from  the  transcripts. Data  analysis  involves  the  examination  and 

classification of interview transcripts, observational notes, and various forms of non textual 

data gathered by a researcher, aiming to gain a deeper understanding of a phenomenon 

(Bhatia, 2018). Major ideas and themes were identified and coded to enable a thick grid of 

analyis,  comparisons,  and  data  presentation. The personal experiences, opinions  and 

comments of the respondents were then categorized according to recurring selected themes 

of all the interview transcripts.

3.9 Pilot testing

Pilot testing allows researchers to  assess how accurately participants comprehend survey 

questions, which in turn has implications for the reliability of findings.  Through Brooks, 

Reed & Savage (2016), pilot  studies have the potential  to uncover the time it  takes to 

complete the surveys and interviews, practice doing extensive quantitative and/or qualitative 
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analysis  to  assist  in  reviewing  the  question  areas,  provide  meaningful  data  on  the 

environment for the research and provide room for reflection to direct the main research 

study and perhaps increase the potential for success. Through pretesting with a smaller group 

of people, researcher can identify questions that are ambiguous or confusing and rephrase 

them. So an arguement may be made that pilot testing enables researchers to try and conduct 

an interview with some questions for some individuals to try and gauge their responsiveness 

and recognize some confusing or tricky questions and fix them prior to submission to 

government agencies and non governmental persons.

Benefits of pilot testing

 Pilot testing help identify and resolve problems with research design, methodology 

and data collection, thereby reducing errors in larger studies and saving time and 

resources.

 They allow researchers to refine their research questions and objectives, thereby 

ensuring their fit with the study’s objectives.

 Pilot  testing  also  provides  valuable  information  on  practical  aspects  such  as 

participant recruitment and retention strategies which are essential to the success of 

the main study.

 They also ensure that the research is ethically sound by allowing researchers to test 

procedures on a smaller scale and address potential ethical concerns.

3.10 Ethical considerations

Prior to conducting the interviews, initial meetings and phone discussions took place with the 

potential participants, during which the researcher clarified the nature and objectives of the 

study. Respondents were informed that their involvement was completely voluntary and that 

they had the right to withdraw from the study at any point without needing to provide any 
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justification. Additionally, the prospective participants were assured that the information 

they provided would be handled with the utmost confidentiality and thier identities would 

remain anonymous. They were also made aware that the data collected would solely be 

utilized for academic purposes and not for any other reasons.

3.11 Summary

The chapter  delineated a systematic approach for collecting data from both primary and 

secondary sources by detailing the essential procedures. The study utilized various methods, 

such as interviews, field observations, and secondary data, to generate information pertinent 

to the research question. The research implemented a purposeful sampling technique. In 

accordance with established ethical standards, the research was conducted ethically. The 

methods employed for data analysis are emphasized in the concluding section. This chapter 

equips the reader for the presentation of results in the subsequent chapter that follows.
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CHAPTER FOUR

DATA PRESENTATION, ANALYSIS AND DISCUSSION OF FINDINGS

4.0 Introduction

This chapter  outlines the key data gathered from the research concerning the nature of 

Zimbabwe's cybersecurity framework. The data was obtained through fieldwork utilizing 

semi-structured interviews. The chapter will commence by emphasizing the response rate of 

the study and subsequently analyze the demographic traits of the respondents.

4.1 Response rate

A total of 25 participants, comprising Information and Communication Officers from the 

Ministry of Information Technology (ICT) as well as social media bloggers and participants 

from telecommunication companies were targeted at random. A total of 20 respondents were 

interviewed for the study. This represented an 80% response rate,  which was regarded 

adequate for informing analysis and drawing conclusions. The outcomes are listed below:

4.1.1: Response rate

Customer group Targeted 

population

Number of  people 

interviewed

Response rate

Information  and 

communication 

Officers.

5 3 60%

Social  media 

bloggers

15 15 100%

Respondents  from 

telecommunication 

5 2 40%
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companies

Total 25 20 80%

Table 4.1.1

The response rate shows 80% out of 100%.

4.2 Demographic data of respondents

The researcher's initial goal was to identify the biographical information of the sample that 

was used to gather primary data. The background data on the respondents' age, gender, and 

educational background were specifically examined and listed in the section that follows.

4.2.1. Gender of respondents

According to the survey findings, 55% of the respondents were females whilst 45% were 

males.  These  findings  are  were  illustrated  below: 

men

women

Figure 4.2.1

The majority of the respondents under examination were female, according to the results. 

This is especially true considering that women typically respond or participate in most 

spheres higher rate than males.  The slight discrepancy between the sexes can be linked to the 
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female populations being higher.  Gender discrepancies raise issues regarding how the two 

sexes may relate when it comes to participation in surveys.

4.2.2 Age group

0

2

4

6

8

10

12

14

Below 20
yrs

20 - 40 yrs 41- 60 yrs

Figure 4.2.2

4.2.3 Level of education

O Level

A level

Diploma

Degree

Masters

9

5

1

3

2

Figure 4.2.3

In accordance with the results, 10% obtained ordinary level education, 15% advanced level, 

45% a diploma, 25% an undergraduate degree and 5% masters. As a result, they have the 

education  necessary  to  comprehend  concerns  about  the  knowledge  of  Zimbabwe’s 

cybersecurity framework. This would lend the credibility to the survey’s conclusions by 

showing that it was completed by participants who could read, understand and interpret the 

questionnaire  on  their  own.  The  excellent  academic  credentials  demonstrate  that  the 

respondents chosen from the population have knowledge about Zimbabwe’s cybersecurity 
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framework. Therefore, it might be stated that the majority of survey participants were literate 

enough to respond to the questions.

4.3 The nature of Zimbabwe's cyber security framework.

The  research  revealed  a  multifaceted  picture  of  Zimbabwe's  cybersecurity  framework, 

characterized by a  combination of  existing legislation,  policies,  and ongoing efforts  to 

strengthen  digital  security.  Interviews  with  key  informants,  including  Communication 

Officers from the Ministry of Information Communication Technology (ICT), shed light on 

the foundational elements of this framework. One Communication Officer emphasized:

‘Zimbabwe has recognized the growing importance of cybersecurity and has taken  

steps  to  establish  a  legal  and  regulatory  framework.  The  Computer  Crime  and  

Cybercrime Act is a cornerstone, outlining provisions for cybercrime offenses and  

penalties.’

This  Act  serves  as  a  crucial  legal  instrument  in  addressing cyber  threats  and ensuring 

accountability. Furthermore, the research highlighted the purpose of various state agencies 

and organizations in contributing to the cybersecurity framework. The Cybersecurity and 

Data Protection Act,  for instance, plays a significant role in coordinating cybersecurity 

efforts, conducting risk assessments, and issuing advisories on emerging threats. Interviews 

with  representatives  from  telecommunication  companies  underscored  the  collaborative 

nature of cybersecurity initiatives. One representative stated,

‘The industry recognizes the shared responsibility in safeguarding cyberspace. We  

actively  engage  with  government  agencies,  law  enforcement,  and  cybersecurity  

experts  to  share  threat  intelligence,  conduct  joint  exercises,  and  implement  best  

practices.’
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This collaborative approach is crucial for addressing the evolving nature of cyber threats and 

ensuring a coordinated response. However, the research also revealed challenges and gaps in 

the existing framework. While legislation provides a foundation, its implementation and 

enforcement can be complex. Concerns were raised regarding the adequacy of resources and 

capacity within relevant government agencies to effectively monitor and respond to cyber 

threats. Additionally, the rapid evolution of technology and the emergence of new threats 

pose ongoing challenges to maintaining a robust and up to date framework. One social media 

blogger expressed concerns about the speed at which new technologies and vulnerabilities 

emerge, stating,

'The framework needs to be agile or quick and adaptable to keep pace with the  

constantly changing threat.'

The nature of Zimbabwe's cybersecurity framework is characterized by a combination of 

existing  legislation,  ongoing  policy  development,  and  collaborative  efforts  between 

government, industry, and other stakeholders. While progress has been made, challenges 

remain in  areas  such as  resource allocation,  infrastructure,  and adapting to  the rapidly 

evolving threats. The findings align with the observations of scholars who have emphasized 

the multi-layered nature of cybersecurity frameworks in contemporary societies for example 

(Whitman & Mattord, 2021). The presence of legislation like the Computer Crime and 

Cybercrime Act, as highlighted by the Communication Officer, is a crucial step, showing the 

importance of legal frameworks in establishing a foundation for cybersecurity efforts. Heim 

(2023) argue that, the way to deal with this plural normative system is to take into account a 

“rich coherence”,  seeking equilibrium with a plural  set  of  beliefs. This  aligns with the 

concept  of  "legal  pluralism"  in  cybersecurity,  where  multiple  legal  instruments  and 

regulatory bodies interact to govern cyberspace.
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The involvement  of  various government  agencies,  such as  the Cybersecurity  and Data 

Protection  Authority,  mirrors  the  trend  towards  multi-stakeholder  collaboration  in 

cybersecurity governance as Ciglic and Hering (2021) argued that, the internet continues to 

be the greatest experiment in human history a global network for connectivity and sharing of 

information that has been built, maintained and enabled by a wide range of multi-stakeholder 

partners.  The  emphasis  on  collaboration  between  government,  industry,  and  other 

stakeholders have impact with the concept of "public-private partnerships" in cybersecurity 

(Chingoriwo,  2022).  The  telecommunications  company  representative's  statement 

emphasizes  the  shared  responsibility  where  all  stakeholders  play  a  crucial  role  in 

cybersecurity.

However,  the  findings  also  highlight  the  challenges  associated with  implementing and 

maintaining an effective cybersecurity framework. There are concerns regarding resource 

constraints and capacity building. Also, rapid evolution of technology causes cyber threats as 

argued by Al-Ghamdi (2021) that, basic threats in cyberspace are foreign threats, internal 

threats, threats in the supply chain of goods and services, and threats due to insufficient  

operational capability of local forces. Therefore, the coming in of new technologies causes 

cyber threats.

4.4 The effectiveness of Zimbabwe's cyber security framework in protecting citizens' 

personal data and preventing cyber threats.

The  research  shows  a  mixed  picture  when  assessing  the  effectiveness  of  Zimbabwe's 

cybersecurity framework in protecting citizens' personal data and preventing cyber threats. 

While progress has been made with the establishment of data protection regulations and 

collaborative  efforts  between  stakeholders,  significant  challenges  remain.  The  research 

states that Zimbabwe has taken steps to safeguard personal data through the implementation 

of Data Protection Act of 2021. Interviewees from the Ministry of Information Technology 
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(ICT) highlighted the existence of data protection regulations, emphasizing key principles 

such as data minimization,  purpose limitation,  and accountability.  One Communication 

Officer stated,

'We have regulations in place that outline data protection principles such as data  

minimization, purpose limitation, and accountability. These regulations aim to protect  

citizens' personal data from unauthorized access, use, and disclosure.'

However, the effectiveness of these regulations in practice raises questions. Concerns were 

raised regarding enforcement mechanisms, awareness among citizens and businesses, and 

the ability to keep intact  with the evolving digital  technologies.  The research revealed 

varying levels of success in preventing cyber threats. While law enforcement agencies have 

made  efforts  to  combat  cybercrime,  challenges  persist.  One  representative  from  a 

telecommunications company acknowledged the increasing prevalence of cyber threats, 

stating,

'We have seen an increase in cyber threats, including phishing attacks, malware, and  

ransomware. While we collaborate with law enforcement agencies, the scale of these  

threats requires a more comprehensive and proactive approach.'

This highlights the need to update the current framework in response to the evolving threats.

 In 2018, over 4,000 cases of cybercrime were handled by Zimbabwean police, and the 

country lost US $40 million to cybercrime in 2018 ( Bulawayo24, 2021). Furthermore, the 

research  emphasizes  the  importance  of  public  awareness  in  mitigating  cyber  threats. 

Interviews with social media bloggers revealed a concerning lack of awareness among some 

individuals regarding online safety practices and the risks associated with online activities. 

One social media blogger expressed concern, stating,

https://pmc.ncbi.nlm.nih.gov/articles/PMC10979128/#ref71
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'I  often receive suspicious emails and messages, but I don't always know how to  

identify and respond to them'

To add on, lack of awareness campaigns can significantly increase the vulnerability of 

individuals to phishing attacks, malware infections, and other cyber threats. The prevalent 

forms of cybercrime in Zimbabwe include identity theft, hacking, email phishing, and the use 

of  malware victimization (Reserve Bank of Zimbabwe, 2015). Furthermore, insufficient 

funding  and  personnel  were  consistently  cited  as  significant  obstacles  by  government 

officials  and business  people.  Inadequate  resources  hinder  effective  implementation  of 

cybersecurity  measures,  investigation  of  cybercrimes,  and  the  development  of  robust 

cybersecurity capabilities. The rapid evolution of technology causes a constant challenge. 

New technologies  and  vulnerabilities  emerge  continuously,  requiring  the  cybersecurity 

framework  to  be  updated.  This  necessitates  ongoing  research,  development,  and 

implementation of new security measures to stay ahead of the threats.

Furthermore, the recognition of progress in data protection regulations reflects the growing 

global emphasis on data privacy and the development of comprehensive data protection 

frameworks, as observed by Solove (2022). However, the concerns regarding enforcement, 

awareness, and the dynamic nature of the digital landscape echo the challenges highlighted.

While efforts are in progress to enhance coordination among stakeholders, challenges remain 

in  ensuring  coherent  information  sharing  and  collaborative  responses  to  cyber  threats. 

Improving  communication  and  information  sharing  between  government  agencies,  law 

enforcement, the private sector, and academia is crucial for an effective and coordinated 

cybersecurity  response.  The  research  findings  suggest  that  Zimbabwe's  cybersecurity 

framework has made progress in protecting citizens' personal data and preventing cyber 

threats.  However,  significant challenges remain. Addressing these challenges requires a 

https://pmc.ncbi.nlm.nih.gov/articles/PMC10979128/#ref42
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multi-faceted approach that includes strengthening data protection regulations, enhancing 

law  enforcement  capabilities,  increasing  public  awareness,  and  fostering  greater 

collaboration among stakeholders.

4.5 Gaps in Zimbabwe's cyber security framework that compromise digital rights and 

freedoms.

The research identified several gaps in Zimbabwe's cybersecurity framework that have the 

potential to compromise digital rights and freedoms. The gaps that were mentioned by the 

respondents includes,  lack of comprehensive data protection policies.  While some data 

protection regulations still  exist,  there are insufficient  to adequately safeguard citizens' 

personal data. This raises concerns about the potential for data breaches, misuse of personal 

information, and the erosion of privacy rights. One social media blogger expressed concern, 

stating,

'I worry about how my data is being used by companies and the government. I don't  

always understand what information is being collected and how it is being used'

Concerns were raised regarding the potential for overbroad surveillance powers, which could 

violate citizens' rights to privacy and freedom of expression. Some interviewees expressed 

concerns about the potential for surveillance and the lack of adequate safeguards to prevent 

misuse of surveillance powers. Lack of transparency and access to information regarding 

cybersecurity policies and practices can hinder public trust and accountability. Citizens may 

not have sufficient information to understand how their data is being used, how their rights 

are being protected, and how they can exercise their digital rights. One representative from a 

telecommunications company emphasized the importance of transparency, stating,

'It  is crucial for citizens to understand how their data is being used and to have  

confidence in the measures taken to protect their privacy'



53

Limited access to technology and digital literacy can hinder individuals' ability to exercise 

their digital rights and participate fully in the digital economy. Another significant gap 

identified  in  the  research  was  a  lack  of  public  awareness  and  education  regarding 

cybersecurity issues and digital rights. Many citizens may not be aware of their rights online, 

how to protect  themselves from cyber  threats,  and how to exercise  their  digital  rights 

responsibly. This lack of awareness can contribute to the success of phishing attacks, the 

spread of misinformation, and the erosion of digital rights.

Addressing these gaps requires a multi-faceted approach that includes strengthening data 

protection policies, ensuring transparency and accountability, bridging the digital divide, and 

investing in public awareness and education programs. The identified gaps align with critical 

concerns raised by scholars in the field of digital rights. The lack of comprehensive data 

protection legislation, as highlighted by the research, raises the concerns of scholars like 

Solove (2022), who emphasize the need for robust legal frameworks to protect individual 

privacy in the digital age. The worries expressed by the social media user about the use of  

their personal data also raises concerns.

The concerns about overbroad surveillance powers resonate with the work of scholars like 

Greenleaf (2010), who have analyzed the potential for mass surveillance to incite violance 

upon fundamental rights such as freedom of expression and association. The emphasis on 

transparency and accountability aligns with the recommendations of scholars like Lessig 

(1999), who argue for greater public participation and oversight in the development and 

implementation of cybersecurity policies.
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4.6 Strategies that improve Zimbabwe cyber security framework capacity to protect 

people's digital rights and freedoms.

The  research  identified  several  key  strategies  to  strengthen  Zimbabwe's  cybersecurity 

framework and enhance its ability to protect digital rights and freedoms. These strategies 

include strengthening existing data protection legislation is crucial. This includes expanding 

the scope of the policies to cover a wider range of data processing activities, strengthening 

enforcement mechanisms, and increasing awareness among the public and businesses about 

their rights and obligations under the law. One Communication Officer from the Ministry of 

Information Technology (ICT) emphasized the need for,

'Clearer guidelines and more robust enforcement mechanisms to ensure compliance  

with data protection regulations'

Investing  in  human  capital  development  is  essential  to  build  a  skilled  cybersecurity 

workforce. This includes training and capacity building programs for government officials, 

law enforcement  agencies,  and private  sector  professionals.  One representative  from a 

telecommunications company highlighted the importance of

'Investing in cybersecurity training and education programs to equip individuals and  

organizations with the knowledge and skills to identify and respond to cyber threats'

Raising public awareness about cybersecurity threats and online safety practices is critical. 

This  includes  public  education  campaigns,  awareness  programs  in  schools,  and  the 

development of user-friendly resources and tools to help citizens understand and mitigate 

online risks. One social media blogger emphasized the need for,

'More public education campaigns to teach people about online safety best practices,  

such as recognizing phishing emails, using strong passwords, and protecting their  

personal information online'



55

Promoting cooperation and the exchange of information between governmental bodies, law 

enforcement, the private sector, and academia is crucial for an effective and coordinated 

cybersecurity response. This includes establishing secure channels for information sharing, 

conducting joint exercises and threat assessments, and promoting the development of public-

private partnerships.

Bridging the digital divide is essential to ensure that all citizens have access to the benefits of 

the digital world and can exercise their digital rights. This includes expanding access to 

affordable internet connectivity, promoting digital literacy programs, and addressing the 

digital  divide  in  rural  and  underserved  communities.  Enhancing  transparency  and 

accountability in cybersecurity practices is crucial to build public trust and confidence. This 

includes  providing  clear  and  accessible  information  about  cybersecurity  policies  and 

practices, establishing independent oversight mechanisms, and ensuring that surveillance 

powers  are  used  responsibly  and  lawfully.  The  identified  strategies  align  with  key 

recommendations from cybersecurity experts and scholars. The emphasis on strengthening 

data protection legislation echoes the calls of scholars like Solove (2022), who advocate for 

comprehensive and robust data protection frameworks to safeguard individual privacy in the 

digital age. Therefore, these strategies need to be practiced to ensure a better cybersecurity 

framework.

The  telecommunications  company  representative's  emphasis  on  training  and  education 

programs  aligns  with  the  recommendations  of  scholars  who  advocate  for  investing  in 

cybersecurity education and awareness programs to empower individuals and organizations 

to mitigate cyber risks (Nurse, 2021). The social media user's emphasis on practical skills  

like  recognizing  phishing emails  and using  strong passwords  aligns  with  the  need for 

practical education and awareness campaigns to equip individuals with the knowledge and 

skills to protect themselves online.
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The emphasis on cooperation and the exchange of information resonates with  increasing 

acknowledgment of the significance of multi-stakeholder  collaborative efforts in tackling 

cybersecurity issues (Ciglic & Hering, 2021). Finally, the emphasis on transparency and 

accountability aligns with the recommendations of scholars who argue for greater public 

participation  and  oversight  in  cybersecurity  governance  (Frandell  &  Feeney,  2022). 

Therefore, collaboration and ensuring transparency is important in cybersecurity.

4.7 Chapter Summary.

The chapter  has  provided an analysis  of  the  research,  along with  the  results  and data 

presentation, which includes the perspectives of the respondents as well as various academic 

viewpoints.  Additionally,  the  data  was  presented  in  accordance  with  the  established 

objectives. 
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CHAPTER FIVE

 SUMMARY, CONCLUSIONS, RECOMMENDATIONS AND AREAS FOR 

FURTHER RESEARCH

5.0 Introduction

This  segment  offers an overview of the results from the  research  and also conclusions 

anchored  from  study objectives, recommendations and areas for further research arising 

based on the results of the research.

5.1 Summary of Findings

The study’s findings revealed that Cybersecurity and Data Protection Act is not static as it  

has challenges in adapting to new evolving threats,  hence, its a work in progress.  The 

research also revealed other challenges such as surveillance, lack of awareness campaigns, 

limited access to information and transparency among others.

Hence, participants recommended ideas that will cover all these challenges for instance, 

enhancing data protection legislation and enforcement, to develop a comprehensive public 

awareness campaign, prioritizing resource allocation and capacity building.

5.2 Conclusions

5.2.1 The nature of Zimbabwe's cyber security framework.

The research concludes that Zimbabwe's cybersecurity framework is characterized by a 

foundational legal structure, primarily built upon the Cybersecurity and Data Protection Act. 

This framework also involves the participation of various government agencies, notably the 

Cybersecurity and Data Protection Authority, and fosters collaborative efforts with private 

sector stakeholders, particularly telecommunications companies. However, the framework's 

nature is not static, as it has challenges related to resource constraints, capacity building, and 

the need to adapt to the rapidly evolving technological threats.  The framework, therefore, 
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exists as a work in progress, balancing legislative purpose with practical implementation in a 

resource constrained environment.

5.2.2 The effectiveness of Zimbabwe's cyber security framework in protecting citizens' 

personal data and preventing cyber threats.

The research concludes that the effectiveness of Zimbabwe's cybersecurity framework is 

mixed.   While data protection regulations exist,  their  practical  enforcement and public 

awareness of them are limited.  Similarly, efforts to prevent cyber threats are ongoing, but 

hampered by resource constraints and the sheer scale of emerging threats.  The lack of public 

awareness regarding online safety practices further compounds the issue, leaving citizens 

vulnerable to cyberattacks.   Therefore,  while  the framework provides a  foundation,  its 

practical effectiveness in protecting citizens'  data and preventing threats is hindered by 

implementation challenges and the need for greater public engagement.

5.2.3 Gaps in Zimbabwe's cyber security framework that compromise digital rights 

and freedoms.

The  research  concludes  that  significant  gaps  exist  within  Zimbabwe's  cybersecurity 

framework  that  compromise  digital  rights  and  freedoms.   These  gaps  include  lack  of 

comprehensive  data  protection  legislation,  concerns  regarding  overbroad  surveillance 

powers,  limited  access  to  information  and  transparency,  lack  of  public  awareness  and 

education regarding cybersecurity issues and digital rights.  These gaps point to a need for a 

more  human  rights  centered  approach  to  cybersecurity  policy  development  and 

implementation,  ensuring  that  digital  innovation  does  not  come  at  the  expense  of 

fundamental rights and freedoms.
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5.2.4 Strategies that improve Zimbabwe cyber security framework capacity to protect 

people's digital rights and freedoms.

The research concludes that strengthening Zimbabwe's cybersecurity framework requires a 

multifaceted approach.  Proposed strategies include enhancing data protection legislation, 

investing in cybersecurity capacity building, enhancing public awareness and education, 

promoting collaboration and information sharing, addressing the digital divide, and ensuring 

transparency and accountability.  These strategies aim to address the identified gaps and 

challenges, fostering a more robust and resilient cybersecurity framework that effectively 

protects  digital  rights  and freedoms while  enabling digital  innovation.   The successful 

implementation  of  these  strategies  would  require  sustained  commitment  from  the 

government, private sector, and civil society, ensuring a more secure and rights-respecting 

digital environment for all citizens.

5.3 Recommendations

 Prioritize resource allocation and capacity building

A significant challenge for many developing nations is the allocation of sufficient resources 

to  cybersecurity  initiatives.  Therefore,  the  Zimbabwean  government  should  prioritize 

increasing budgetary allocations for cybersecurity infrastructure, technology, and personnel. 

This includes investing in training programs for law enforcement, judiciary officials, and 

cybersecurity  professionals  to  enhance  their  skills  in  investigating  and  prosecuting 

cybercrimes,  as  well  as  developing  and  maintaining  robust  cybersecurity  systems. 

Furthermore, partnerships with international organizations and developed nations should 

take place to leverage technical expertise and access funding opportunities for capacity 

building in this critical area.

 Develop a comprehensive public awareness campaign
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Research often reveals a gap in public awareness regarding online safety and digital rights. 

Public awareness campaign is crucial to educate citizens about potential cyber threats, data 

protection best practices, and their digital rights.  It is essential to employ a range of channels, 

such as social media, traditional media, educational institutions, and community centers, to 

reach  all  citizens.  The  message  should  reach  to  different  demographics,  emphasizing 

practical tips for online safety, such as recognizing phishing scams, using strong passwords, 

and  protecting  personal  information.   Empowering  citizens  with  knowledge  will 

significantly enhance the overall cybersecurity posture of the nation.

 Enhance data protection legislation and enforcement

Robust  data  protection  legislation  is  fundamental  to  safeguarding  citizens'  personal 

information. The existing data protection regulations should be reviewed and strengthened to 

align with international best practices. Also, enforcement mechanisms must be strengthened 

to ensure compliance.  This requires empowering the relevant regulatory bodies with the 

necessary authority, resources, and expertise to investigate data breaches, impose penalties, 

and provide guidance to organizations on data protection best practices.

5.4  Areas for  further  research

Subsequent investigations could explore the specific the influence of new technologies, for 

instance, artificial intelligence and blockchain, on cybersecurity and digital rights within the 

Zimbabwean context. A comparative analysis with other developing nations facing similar 

challenges could offer valuable lessons and best practices.  Further research could also look 

into the efficacy of particular cybersecurity training initiatives and public awareness efforts, 

assessing their impact on citizen behavior and understanding.
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ANNEXURE 1: Interview guide 

My name is Tinotenda Sabamba a student at Bindura University of Science Education. I am 

undertaking a research study titled “An assessment of Zimbabwe’s cybersecurity framework: 

implications for digital rights and freedoms” in partial fulfilment of the requirement of a BSc 

Hons Degree in Peace and Governance. I am kindly requesting you to participate in the 

research, your participation will be greatly appreciated. The study is purely for educational 

purposes and information will be treated with the utmost confidentiality. You are also assured 

that your responses will be treated with anonymity and that users of the final research report 

will not be able to trace the responses to you, your family or your organisation. To help  

uphold anonymity, you are encouraged not to state your name or any information that may 

disclose your personal information. Please note that participation in this study is voluntary. 

Demographic Data

(a) Gender

Male Female 

(b) Age group

Below 20 yrs  20-40 yrs  41-60 yrs 61 and above

(c) Highest Qualification

     Diploma level  Degree level Masters Level 

(e) Work Experience
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5 years & below                6- 9 years                  10 years & above 

1.  What is the current state of cybersecurity in Zimbabwe?

2.  How would you describe the current cybersecurity framework in Zimbabwe?

3.  How effectively does the current framework protect citizens' personal data?

4.  In your experience, how well does the framework prevent cyber threats?

5.  What are the biggest challenges or gaps in the current cybersecurity framework?

6.  How does the current framework impact digital rights and freedoms?

7.   What  specific  improvements  or  changes  would  you  suggest  to  strengthen  the 

cybersecurity framework?

8.  How can we better protect digital rights and freedoms within the context of cybersecurity 

in Zimbabwe?
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ANNEXURE 2: Permission letter
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